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ABSTRACT

State-sponsored cyberattacks have increased significantly and threaten national security in recent years. State-sponsored
cyberattacks are often more sophisticated and destructive that attacks by individuals and private groups because of the
concentration of manpower and resources. So major countries including the United States and the United Kingdom, as well
as international organizations such as the EU and OECD, are recommending proportional response measures against
cyberattacks. The Republic of Korea(ROK) is also trying to change its will to secure cyberattack deterrence and prepare
active response through the National Cybersecurity Strategy 2019, . However, the ROK is not equipped with an adequate
methodology to assess the severity of cyberattacks nor measures for proportional response to such attacks.

In this paper, we propose a Cyber Attack Severity Assessment(CASA) methodology that can assess the scale and impact
of damage to prepare external response threshold for cyberattacks at the government-level and to enable proportional
responses when responding.

Keywords: cyberattack severity, assessment, proportional response
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Table 1. NCISS Assessment Domain Abb.
w-weight / CS - Critical Service
Domain | w Option
No Impact
No Impact to services
) Minimal Impact to Non-CS
Flunctlon 6 Minimal Impact to CS
a
Tmpact Significant Impact to Non-CS
Denial of Non-CS
Significant Impact to CS
Denial of CS/Loss of Control
None
Prepare
Observed 5 [Enease
Activity gag
Presence
Effect
Level 1 - Business DMZ
Lfocatlon Level 2 - Business Network
0
Observed 4 |Unknown '
Activity Level 3 - Business Network Mng.
Level 4 - Critical System DMZ

Domain | w

Option

Location
of
Observed
Activity

Level 5 - Critical System Mng.

Level 6 - Critical Systems

Level 7 - Safety Systems

Actor
Characte| 4
rization

Hactivists

Unwitting Insider

Criminal

Unknown

Witting Insider

APT

APT-Targeted

Informat
ion 2
Impact

No Impact

Suspected but not identified

Privacy Data Loss

Proprietary Information Loss

Destruction of Non-Critical System

Critical Systems Data Breach

Core Credential Compromise

Core Credential Compromise,
Destruction of Critical System

Recovera
bility

Regular

Supplemented

Extended

Not Recoverable

Cross-
Sector
Depende
ncy

Agriculture and Food

Banking and Finance

Chemical

Commercial Facilities

Communications

Critical Manufacturing

Dams

Defense Industrial Base

Emergency Services

Energy

Government Facilities

Healthcare and Public Health

Information Technology

Nuclear Reactors, Materials and Waste

Transportation Systems

Water

Potential
Impact

Minimal

Low

Moderate

High

Severe
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Table 2. OT-CSIO Assessment Domain

Option
ICS-targeted
Non-targeted

Domain

Target

Low

Sophistication | Medium

High

Data Compromise
Data Theft

Degradation

Impact

Disruption

Destruction

Enterprise network(Zone 5)

Site Business Planning and
Logistics Network(Zone 4)

Plant DMZ
Site Operations and Control(Zone 3)

Impacted
Equipment

Area Supervisory Control(Zone 2)

Basic Control(Zone 1)

Process(Zone 0)

Safety System

Fig. 1. Example of OT-CISO Cyber Incident
Classification and Cyber Incident Matrix
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Table 3. Symantec Assessment Domain

Option
High
Wild Medium
Low
High
Medium
Low
High
Medium
Low

Domain

Damage

Distribution

2.4 SSFHABPETAA(CVSS) 3.1

CVSS(Common  Vulnerability  Scoring
System)t A AlAS) 22| Bl hE
Fom, szEgel-desel Aelel Fo EAlst
Aopiel s1ed 548 Arkstel Astahe Aol
t}(11). FIRSTS EW#3)3]2](Special Interest
Group, <3 -F& 7|4 -4 & vkt 59
HEAEE AR 25 olA el 2 shAdse A
3.10] Al WAo|ct Alzw]l 246l Exfeh= FHof
A S5 AAAN = s, Alzwl W-9%-o] 3

Table 4. CVSS Assessment Domain

Domain Option
Network
AV, Access Adjacent
Vector Local
Physical
Vulne |AC, Attack Low
rabilit |Complexity High
Y PR, Privileges None
Base Required Low
Score High
UI, User None
Interaction Required
Scope Unchanged
Changed
Confidentiality |High
ISS Integrity Low
Availability None
Not Defined
High

Exploit Code Maturity |Functional
Proof of Concept

Unproven

Not Defined
Tempor Unavailable
al Score |Remediation Level Workaround

Temporary Fix
Official Fix
Not Defined
Confirmed
Reasonable
Unknown

Report Confidence

Modified Base Score

Confidentiality |Not Defined
Environ Requirement -
mental . Integrity High
q High R . ¢ -
core equiremen Medium
Availability
Requirement Low
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Table 5. Domain Classification for Foreign Cyber Attack Severity Assessment
Dom.| Option Detail NCCIC EU FireEye FIRST | Symantec | T.
Area of areas of attacked cross—sector |scope 2
attack agencies and dependency
enterprises, potential
Q»? significance of the impact
] facility,
oy interdependency
S, | Significan |location where the location of impacted |environm 4
= |ce of attack took place observed equipmen |ent
?:; damaged |and significance of activity t measure
~ |system damaged system ment
(significa
nce of IT
assets)
Complexit | complexity and actor sophistica | targets basic 5
y and sophistication of characteriza | tion measure |distributi
sophistica | attack technologies tion (level complexit |sophistica | ment on
= | tion of and existence of of v tion (vulnera
g attack targets technology) bility)
~ temporal
& measure
S ment
g Stage of stage at time of observed 1
< attack attack detection activities
(intrusion, stake-out
or completion of
attack, etc.)
Extent of |extent of damage scale, wild 2
damage (number of victims, intensity
? number of infected
g PCs, amount of
- damage, etc.)
™ | Functiona |impact of attacks on |functional Impact impact basic damage 5
g 1 Impact system functions Impact Duration measure
E (system damage and ment
J& service interruption) (impact) |l
— | Informatio | impact of attacks on |information 5
5 n Impact |information Impact
§ Recoverab | scope of resources recover 1
ility needed for damage ability
recovery
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Table 6. Comparison of Assessment Agents, Targets, Objectives, Result Indicators

o} AT £
2] 2] $-A1<9] AA

h=4 jl 1=

9 grhas F

S EERE

=S soleh. wit,

PR IEEE

g ol &
q

Classification NCCIC EU FireEye Symantec FIRST
Assessment private security |private security [international
State State . . . . .
Agent service provider |service provider |organization
all US systems national
in federal . industrial general IT general IT
Target . .. agencies and
agencies /critical|”.. control systems [systems systems
citizens
Infrastructure
identification of . OT risk . . .sharlng (.)f
. proportionate management and|estimation of information on
priority / i . . .
distribution of response to preparation of the severity of |the severity of
Objective malicious cyber |the basis for malware / vulnerabilities /

resources for
cyber incident
response

activities

future incident
response
strategies

provision of
response options

identification of
priority of
patches

scores of the
Score |severity of cyber
incidents

scores of the
severity of
vulnerabilities

Result |Level |levels of severity

levels of the
severity of

levels of severity

Indicat N/A malware
or Matrix .ma.trlx of cyber |matrix of
incident results |[response
assessment string of the
Etc. results of results by basic

previous cases

group
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Table 7. CASA Assessment Domain and Scoring

. . Option
No.[Domain|Sub-Domain Name Details Value
.. . Government agencies and public institutions related to
administration L . 40
administration
national Agencies and institutions related to national defense
. . - 80
defense including the military
ublic safet Government agencies and public institutions related to 40
P Y public safety such as the police
. Public and private institutions related to finance such
Area of finance 35
as banks
C1 attack - - —
-~ L. Public and private institutions related to
(w1=6) communication L L. .
S communications such as major internet service 75
providers
. Public and private institutions related to
transportation . . L 75
transportation such as roads, rail, ports, aviation, etc.
energy Public and private institutions related to electricity 100
Target other private [Other private institutions that do not fall into the 95
_|of facilities category of infrastructure
Attack Open systems that offer open services with
open system L X . 40
insignificant impact on citizens
simple
institutional Simple institutional information systems for carrying 50
information out tasks
Significance system
ofgdama ed critical Critical information systems related to public health
C2 svstem g information such as personal information and health promotion, 70
(3;2:3) system etc.
Emergency control systems related to the lives of
emergency L. L.
citizens such as earthquakes, aviation, natural 80
control system | .
disasters, etc.
sys‘Fem for Systems for national existence in areas such as
national . . . . 100
. national defense, diplomacy, and unification.
existence
Attacks that require long periods for preparation and
high reconnaissance and uses various IT tools and ICS 100
. vulnerabilities to achieve goal through the use of the
Complexity , . ; .
target's assets or specific information on the network
Attack |& - - -
. . Attacks using malware or wireless access modified and
C3|Capabil |Sophisticati L.
. . optimized to targets for IT-based targeted
ity on of attack [medium . . . i .. 80
(w3=4) reconnaissance or information from an insider or
known vulnerabilities
Attacks using commercial malware or known
low R 50
vulnerabilities, etc.
high 1,000 computers / 10 infected sites / 5 countries / 20 100
Extent & million victims / damage of 100B or more
of Extent of medium 50-999 computers / 2 infected sites / 2 countries / 10 80
C4|Damag |Damage million victims / damage of 50B or more
e/Impa |(wd=4) 49 computers or less / 1 infected site or less / 1
ct low country or less / less than 10 million victims / less 50
than damage of 50B
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. . Option
No.[Domain|Sub-Domain Name Details Value
no impact 0
Functional suspected but not identified 40
o5 impact degradation of non-critical systems 50
(W5=5) degradation on critical systems 60
destruction of and loss of control on non-critical systems 80
] destruction of and loss of control on critical systems 100
no impact 0
Information suspected but not id.entiﬁed. 40
c6|Extent |impact leakage of persogal 1pf0rmat19n 50
of (W6=3) leakage of exclusive information 60
Damag infringement of core credentials 80
__le/Impa destruction of critical system information 100
ct An enterprise’s internal staff can handle an incident
regular . 20
without external support
Time to recovery is predictable but additional resource
N supplemented is required 40
o7 Fyecovel abili Time to recovery is unpredictable and additional
_ resources and external assistance is required. (e.g.

(w7=4) extended X . . . 60
formation of multiple project teams across multiple
institutions or organizations to handle incident)

not Recovery from the incident is not possible. (e.g. 100
recoverable leakage and disclosure of sensitive data)
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where i Temesents the number of the area of the attack by 1.8 b, 2.0
b, 1.85 bg 2.0
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Table 9. Weight Conversion

No.|Weight Welghﬁ No.|Weight Welgh.t
conversion conversion

w; 6 0.207 w 5 0.172

W, 3 0.103 Wy 3 0.103

wy 4 0.138 wy 4 0.138

w, 4 0.138

3.3 I} ZaXE

Xé”‘J(Basehne) Argkel 0HAE Egsle] U
(Low), $7t(Medium), =<(High), A%
(Severe), Z1F(Emergency) 67HAZ A3k}

Table 10. Severity Level

Level Category Score
0 Baseline 0-35
1 Low 36 - 50
2 Medium 51 - 65
3 High 66 - 75
4 Severe 76 - 90
5 Emergency 91 - 100
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Table 11. List and Severity Levels of Cyberattacks in the ROK
No. | Month/Year Cyberattack Severity Score | Attribution
1 |JAN 2003 JAN 25 Internet crisis High 68.45 NK(S)
2 |FEB 2008 personal data Leak, Auction, 18.63M users Medium 52.67 N(PG)
3 |JUL 2009 JUL 7 DDoS attack High 72.83 K(S)
4 |MAR 2011 MAR 4 DDoS attack Medium 60.90 K(S)
paralyzint the computer network, NongHyup .
5 |APR 2011 (National Agricultural Cooperative Federation) Medium 63.40 NK(S)
6 |JUL 2011 personal data leak, Nate, 35M users Medium 58.19 CN(PG)
7 |OCT 2011 hacking, National Election Commission Low 45.66 CN(PG)
8 |JUN 2012 hacking, JoongAng Ilbo Medium 60.60 NK(S)
9 | MAR 2013 MAR 20 computer system Crisis High 73.92 NK(S
10 | JUN 2013 JUN 25 cyber terror High 70.48 NK(S)
11 |JAN 2014 KB Card, Lotte Card, etc., 20M customers Medium 53.05 KOR(PG)
12 | MAR 2014 SKT, LGU+, 12.3M customers, Medium 61.47 KOR(PG)
13 | MAR 2014 personal data leak, KT Low 48.28 | KOR(PG)
14 | DEC 2014 hacking, Korea Hydro & Nuclear Power Severe 79.31 NK(S)
15 |OCT 2015 hacking, subway lines 1-4 Medium |62.84 |NK(S)
16 | JAN 2016 emails impersonating the Blue House Low 42.55 NK(S)
17 | JUN 2016 hacking, Cyber Command High 72.00 NK(S)
18 | JUL 2016 personal data leak, Interpark Medium 58.19 NK(S)
19 | MAR 2017 ge}ff‘i;asto% Azga‘"’k for Koreas stance towards|p oin. 9931 |CN(SG)
20 |JUL 2017 20 companies including Eugene Futures, DBpia, etc. | Medium |57.37 |CN(SG)
21 |oCT 2017 hacking. Daewoo Shipbuilding's drawings, etc. of High 6786 | NK(S)
Aegis Vessels
22 |DEC 2017 hacking, Youbit Medium 64.74 NK(S)
23 |FEB 2018 hacking, ROK Pyeongchang Olympics High 71.72 RU(S)
24 | JUN 2018 hacking, Coinrail Korea, damage worth 40B KRW Medium 59.22 Unknown
25 | JUN 2018 hacking, Bithumb Korea, damage worth 35B KRW Medium 59.22 NK(S)
26 |NOV 2018 hacking, Kor.'egn Military Defense Acquisition High 79 34 NK(S)
Program Administration
27 |NOV 2019 hacking, UPbit, damage worth 58B KRW Medium 63.36 NK(S)
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